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Online Safety Alert

Dear Parents,
As | am sure you are aware, there has been growing concerns in the news this week

about children’s use of Youtube, where the “Momo Challenge” and “Violent Peppa Pig” episodes
have been popping up. In both instances the videos are hidden amongst innocent clips and

expose children to violence provoking messages and inappropriate material.
As this is something my own children have experienced | am aware of just how distressing

this can be. Alongside this, the “Momo Challenge” which has popped up on the end of videos such
as Minecraft, Roblox and other popular gaming channels, directly challenges the SMART rules,

threatening children not to tell an adult if they have seen it.
This really brings home the point that:
o We must all be extra vigilant with children using Youtube.
o We must talk to our children regularly, encouraging them to tell us if they have seen

anything upsetting so that it can be reported and dealt with.
e Make sure as well as knowing the ‘SMART with a heart’ rules, children are using

them.

| have attached a leaflet which explains the issues in more detail and gives good practical
advice for how you can help to protect your child online.

Also if you have any concerns or queries please do not hesitate to come into school to see me,

Yours sincerely,

Mr Campbell
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Its important to note that new challenges are arising
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TELLTHEMIT'S NOT REAL

Just like any urban legend or horror story, the concept
can be quite frightening and distressing for young
people. Whilst this may seem obvious, it’s important
for you to reiterate to your child that Momo isnot a
real person and cannot directly harm them! Also, tell
your child to not go openly searching for this content
onlitie as it may only cause more distress.

BE PRESENT

It's important for you, as a parent or carer, to be
presentwhile your children are online. This will give
you a greater understanding of what they are doing

on their devices, as well as providing you with the
opportunity to discuss, support and stop certain
activities that your child may beinvolved in. As the
nature of each task become progressively worse it’s
also important to recognise any changes in your
child’s behaviour.

TALK REGULARLY WITH
YOURCHILD

As well as monitoring yeur child’s activity, it’s
important foi you discuss it with them too. Not only
will this give you an understanding of their online
actions, but those honest and frequent conversatians
will encourage your child to feel confident to discuss
Issues and concerns they may have related to the

.

online wotld.
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DEVICE SETTINGS &
PARENTAL CONTROLS

Ensure that you set up parental controls for your
devices athome. This will help to restrict the types of
content that your child can view, as well as help you to
monitor their activity. In addition to this, it’s vital that
you are aware of your device and account settings to
ensure your child's utmost safety. For example, on
YouTube you can turn off ‘suggested auto-play’ on
videos to stop your child from viewing content that
they have not directly selected.

PEER PRESSURE

Trends and viral challenges can be tempting for
children to take part in; no matter how dangerous or
scary they seem. Make sure you talk to your child
about how they shouldn't succomb to peer pressure
and do anything they are not comfortable with, online
or offline. If they are unsure, encourage themto talk to

you or another trusted aduft.

REAL ORHOAX?

As aparent itis natural to feel worried about certain
things you see online that may be harmful to your
child. However, not everthing you see online is true.
Check the validity of the source and be mindful of

L what you share as it may only cause more worry.
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REPORT &BLOCK

You can’t always rely on parental controls to block
distressing or harmful material. People find ways
around a platform’s algorithm in order to share
and promote this type of material. Due to this, we
advise that you flag and report any material you
deem to be inappropriate or harimful as soon as
you come across it. You should also block the
accounticontent to prevent your child from
viewing it. Also encourage your child to
record/screenshot any content they feel could be
malicious to provide evidence in order to escalate

theissue to the appropriate channels.

FURTHER SUPPORT

Speak to the safeguarding lead within your child’s
school should you have any concerns regarding
your child’s online activity or malicious content

that could affect them.

tf your child sees something distressing, it is
important that they know where to go 1o seek help
and who their trusted adults are. They could also
contact Childline where a trained counsellor will

listen to anything that's worrying them.
The Childline phone numberis
08001111,
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www.nationalonlinesafety.com

Uncks.

Twitter - @natonlinesafety

Facebook - /NationalOnlineSafety

Phone-0800 368 8061

guide for more tips on better



