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How To Protect Your Reputa�on Online



Who are we?

We are Beecro�’s Online Safety Warriors and our job is to
spread the word about online safety and the SMART rules.
We are all passionate about keeping ourselves, our friends
and our families safe from the ever growing list of dangers

online.

We all applied for the job and did a talk on the SMART rules
and why we think they are important.

Things we do:

• Meet regularly to discuss current issues

• Do assemblies for the whole school

• Do class talks on safety topics

• Run drop in sessions for our peers to discuss online
worries

• Produce half-termly newsletters for parents/ pupils
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We hope that you enjoy and find our leaflet useful, from...



Muhammad and Asr’s Top Tips

1. Follow the SMART with a heart rules.

2. Only access websites that are suitable for your age
with your parents’ consent.

3. Always make sure you treat people the way you
would want to be treated in real life.

4. If you have nothing nice to say, don't say anything
at all.

5. THINK before you POST.



Yusha

Yusha says keep all of these types
of personal informa�on safe

online. If you aren’t sure check
with your parents or a trusted

adult .

What information
should you NOT

share online?

Your school

Phone number

Places you

regularly visit

Home Address

Passwords

Images in your
school uniform

Bank details



In all of these games your private information can be spread by
you telling people your passwords or being persuaded to give

out personal information.

Fifa
On Fifa (or EFC 26 ) people could act like they will give you Fifa coins
for your personal information or password; they could then steal your vir-
tual currency/ FIFA packs. Tell a trusted adult.

https://help.ea.com/en/articles/ea-account/secure-hacked-
account/

Roblox
If someone says they will give you Robux to meet them or tell them where
you live it is an alarm bell. TELL your trusted adult.
They are now using face recognition technology for age, so this collects
personal images, but it does not stop children accessing inappro-
priate PEGI rated games.

Fortnite
If someone asks for you to swap skins and needs your
personal information to do so, tell your trusted adult.
Fotrtnite Season 7 features many microtransactions for cosmetic items,
which can present financial risks if not managed with parental
controls. Keep bank details and passwords safe. Use 2FA for
extra security.

Daniel and Jason’s top �p:

Every �me you go to download a new
game, ask your parents first.. Read its
PEGI ra�ng and which permissions/



Louis

Before we think about sharing online we need
to understand who our trusted adults are.

Our trusted adults are someone you can talk to about

anything. Maybe it’s someone you can talk to if you need
help or someone who makes you feel happy.

It could also be an adult who has helped you before.

If there is something making you upset, a little worried
or confused you MUST tell a trusted adult.



Parents

POLICE

Teacher

Sports Coach

CEOP

Childline

Isobel says always
TELL a trusted adult if

You get bu�erflies in
your tummy.



You should not share your real name. You
should use a nickname e.g. gamer3000 or
at worst just your first name like Bob.

Avoid a provocative name

This is a good username, because it
doesn’t give away personal details and it
uses capital le�ers, lower case le�ers and

It is ok to share your favourite pop star as
long as like Arianne Grande they are a
good role model with appropriate sings.

It is ok to share your favourite team
as it shows you are proud of who
you support.

Never say bad things about rival
teams though because it will upset
people and invite the wrong atten-
�on.

This descrip�on is ok. You should always
check with your parents though about
sharing your age. Never lie about it.

It is ok to share your interests as long as
they are age appropriate like this e.g. roll-
er ska�ng is a fun , physical activity

Riya and Edie





If you print this sheet off
you can design your own
posi�ve digital footprint for
our Compe��on.

Entries to be handed in to
Abu-Bakr by 19th Jan

A Year 6 example:





1. When you sign up for a new app, site or game who could see your
personal information?

A) A random person that you never met.

B) No one, don’t worry about it.

C) Anyone –the owner of the app decides who to share it with

2. On social media or gaming apps, how long will posts/ messages stay
online for?

A) Until you turn your phone off.

B) Until you are 12.

C) Until you post again.

D) Forever

3. What you post or share can affect how people see you now and in the future?

A) Yes a bit.

B) No it doesn’t.

C) Your digital footprint is vital for your future.

4. Lara has posted this photo on social media. What advice would you give her?

A) Orange is out of fashion.

B) You shouldn’t share photos of you not fully dressed

C) Set it as her profile picture.

D) The shades look cool.



STAY SAFE ONLINE OVER
THEWINTER BREAK.

Follow the SMART rules!

OSW


